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SRR FNDBEMRE BN ANETIRE, s EBE—MEBRENNT %, | IREEER HFF
X APl, MABEXTEEMN=HNIRBHEARLEH,

BthBEFHE. | BEERFEREZHONENTER IFRRNESEUEFEARRN==EE AP, MUHRZ
WVERTEKR, XL APl 28], BE REAFRNZEH,

AT BRXAERE, Open Connectivity Foundation (OCF) F 2020 £ 8 B W A E N HHA == BEHSE
—— OCFBAZ#EM (Universal Cloud Interface, UCI) , FREIN&# 7T HEFRNSEZLIILAIERE.

AERPEAENFEFRMOCFBAZEANEEER BRLSHR. RABR., SELIFINERE.

VEHe

RS EM BB HUEET, ZZERKESMAERNEABRTR. flM, MRBABERELEGERR LT
FHREN=F, o BT EHEFNHXEFETNZ BRI, SEMEARTERMAL, =2E5K
FARENUAEREHTEN, BIABEEIAKNZTEIMK, [ HET BN EERMNNERE &
EMEBIET NS EEKFHE, MERERZ

BEE OCFBAZENMNAM, Z2EREBEMEE., FHOCFBRAZENNZITNERRRE, RIS
WEFK, FADAEFTEAINAE.

OCF UCli
Client-side Device-side
Cloud G Cloud


https://www.idc.com/getdoc.jsp?containerId=US46020420
https://www.idc.com/getdoc.jsp?containerId=prUS45213219#:~:text=A%20new%20forecast%20from%20International,these%20devices%20will%20also%20grow.
https://www.gartner.com/imagesrv/books/iot/iotEbook_digital.pdf
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OCF BAZEONFERBETEREET: A S (Client-side Cloud) Fi&& = (Device-side Cloud) .

# OCF AR, BRmARRIAR, ERAMAAE R (M, FHEFHNEHESH) Nz, BE OCF
BRARER, ZFRinTNEFAFRETRET LNREHBEBCREENNBH. FREFHZNBE L
WIEX M RRIR T7 SRIR IR BN AR PR A .

% OCFHER, REZLMRBFZ, ERREMAFRE (W, TRRENERSR) Nz, B OCFBAZR
B0, REUMURE ARz LORFRTIEZR (W0, 7TX) OEFN, FERSSER. FRESER
A E BB M & HIiE .
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OCFBHAz#EAR—HNHEF#ND (Application Programming Interface, API) , 3T #5Bh#IEXR 17k 38¢
RERMFAIPREN. BZETH. TEIEEXMFHREED., OCF BAzENBRARENEFETLIRE
EMTEAMEMAL, B OAuth2.0 REVEZENSMEIE, B HTTPS IR eERE, XHATE X EMAR AP
S T REEENREIES, RESEMHNITIN. AP E BT TEIESER, FILATE OCF 24 /M
B R BRI ER T B TX 4 APl., $UIBRERIZ ST RESTul BRI A M E A, OCF BA=ENEE
FOREA AXHMEEER (10, AFRBUESEEN) . B FERREEEE @ HTTP A58
Accept 3RKEHE. E/D ISON 1 CBOR ZZ| %%,

Client Client-side Device-side Device
(OCF Client) Cloud Cloud (OCF Server)

Cloud URI is known out of band
Secure Connection Setup (TLS)
Onboarding Device to Cloud
1. Initial Association (OAuth)
2. Device and Resource Discovery In-scope-of OCF D2C

Resource Control ‘ In-scope-of OCF UCI

3. Resource Control (Retrieve and Update)
I

Resource Control
Cbserve ‘
4. Event (Subscription and Nofification)
I

Event Generation

Notification ‘
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WETATIA, OCFBAZIZEOE—AET HTTPS B9 RESTful KARHEY APl, F{1H OpenAPl 2.0 #5 T iX4H API
AL RS O IEAE X o

ERinz5REzBE FANEIEEEREET OAuth20 A AXEGIRE, ZEILEARNTFET
RN za L. ZAZBEHFEIEREED HTTPS #17, BE&HF OAuth20 RHHIRESHE (RT5ME
i) .

2B ENENARNEN, FEARE HTTP HLEhEHE. REFMEIRE OCF MISEEX, 1ZMSEEB
DX AT Open API20 HIEX . BRBAHTIUL (£) A ISON = CBOR 4w#L.

OAuth

Client

. e : Devices &
JRe[fI@ HTTPS (Device-side Cloud authenticated) Events AP|
Device Client Side Cloud Device-side Cloud Device
Side Side
API API
V\/E(;/t()ef:]éf)k HTTPS (Client-side Cloud authenticated) el

stream
User Account

Connected Cloud

ZMaMXE (AF9E)
BRE—1AAESBARHEFNRNZ LBAEK,, BEENKABXEERARNEBEFRRE. B
FPHREB—AZTFE (BEAEF) ESERNMKA THAERESETES, MAFEXNREKS9%R
EEAARNE G (SNBAERF) . BEEEEFHzNKAMERER0NEE, ARUENARF LT
BEMZEIKAT (ERERZHAE) | XEHFFER OAuth2.0 FAEFPURTE LI,

HK P KEX APl RIEA A AR &7 LRENRESAAAER Fin s N AR FRRETRE RIS . A KB
RRTEFPHZMRERZE, BXERTERAERE=TT5L.

i =H OAUth2.0 B PR TEIRE AR INEMER BT N AR ETHRELENT RS (W, B
IR, BRBBHERMATMNERERE UR) 1 OAuth2.0 £ 85 &, XL OAuth #5E (IETF RFC 6749) &
X, OCFEA=EAMNMKAXER OAuth2.0 FAERIGATESI., KAXBGIEREAFNPERER, X
EEBNKESSHRIITIEEEE, THEERNE PR ERSHEN.
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Client-side Cloud Client Client-side Cloud Device-side Cloud | | Device-side Cloud Auth Server

I

| T |
: 1 User Account Linking F
I

‘ Assumed that Client-side Cloud User is signed-in through the Client-side Cloud App Iﬁ

1 Start Account Linking |

2 Start OAuth process

3 Redirect to Device-side Cloud Auth Server

Redirect to Device-side Cloud Auth Server
(Request OAuth2.0 authorization code)

5 Present autharization U

6 Present user's credentials

7 Verify credentials

8 Present consent screen

9 Authorize Client-side Cloud OAuth Applicatio

10 Redirect with the Authorization Code
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11 Follow redirect

12 Exchange Authaorization Code for Access and Refresh token

13 Return tokens

14 Associate Access & Refresh Token with Client-side Cloud User Id

0
0
'
|
Clignt-side Cloud Client Clignt-side Cloud Device-side Cloud | | Device-side Cloud Auth Server

RIAMZER = EFRERNRT

KPXEE, BRH= AR %zk1m&§Am%ﬁﬂ BHIEEEE., —/NHTTP GET 5K B M fit 4k
Fres MHﬂPMf ZHNEEHA (AREcL) TENERREER, AXERENTBRMYICRES. WA
FW%%%E,%FﬁWE—ivamﬁ%,ﬁﬁﬁ%ﬁz"ATmﬁ% ARG 2B,

‘ Client-side Cloud Client | ‘ Client-side Cloud | Device-side Claud

I
'+ GET "all my devices”
—_—

TTPS GET /devices?content=all
earer Token

m T

-

200 0K

: Payload with all devices and resources |
i

‘ Client-side Cloud Client | ‘ Client-side Cloud | Device-side Claud

REEHE: REIER

B OCF BHAZEZEOKBRMEINEEN, RENRTBEMBEMEHEZEEAEE OCF HSEMNEX . BT
m}ﬁﬁﬁﬁﬂ%TﬁmOmmwmﬂmx,l%ﬁ$%%§ﬁ%lﬁ%ﬂﬁmiﬁﬁﬁﬂﬁﬁ%o




> CONNECTIVITY

THNARERR T WITERMRER LRENRENE

1 UPDATE "my thermostat set temperature” 1

E HTTPS POST /devices/<device id>/<set temperature resource>
i Bearer Token
| {"temperature”: 78}

| COAPS POST /<set temperature resource> |
1 {"temperature”; 78} !

E( COAPS 2.04 Changed

HTFPS 200 OK

Client-side Cloud Client Client-side Cloud Device-side Cloud

|
| Success
L3

BT OCF BAZEONSEMH AP, BRinz I MITHREZ ENRENEMS, MNETPHRRERERE
SERMHE, RERFRERFRREEENLE

NEAEITHDA=NER: ITHRERENEMS. ITHREMRENES. ITRREFERRNEMS.

FrER&ENNEYS, BFRELE. 884, REIMNESEERY . B MRENEMG SRBKELHH
J\ﬁrﬁ‘%ﬁ #*fm/\/ﬁﬂﬁ%# @?El%ﬁ,)ﬁﬂ’aﬁﬁ’ﬁ%to LRERNEITHNE R E T, BmAkix
BRI E iR mIEER URL,

FrBBEE HMAC £Z2RIP, MBEERS5ENIGE.
THERERER 7 X—IIE.,

| Client-side Cloud Client | Client-side Cloud | Device-side Cloud | | Device-side Server
T T T

I
! Give me all events about my devices _
>

I HTTPS POST fdevices/subscriptions

| Bearer Token

| {"eventTypes": [set of events]} )
' {"eventsURL": "my URL for notifications”} !

HTTPS 200 OK
Subscuptlon D

HTTPS POST fmy URL for notifications
Initial state of all subscribed to events
Subscription ID

VHITRS 200 0K >

1 Event notification

Some event trigger happened Iﬁ

! HTTPS POST /my URL for notifications
i Triggered event information
Subscription 1D

..HUFS.?QQQK ................................... >

| Event notification

Client-side Cloud Client Client-side Cloud Device-side Cloud | | Device-side Server
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KM plgd” (FEfE‘plugged’) B— M =BREVEKMES, KIT OCF BAZEANMBEERFRAELY
BE, TIEE https://github.com/plgd-dev/cloud &4,

plgd =X EEINZF OCFBA=#EO, MM OCFMSErMlEMNEEEI =aERE, i, plgd =EEEAFF
TEMGRPC MK, R—NITHFHREYE (BEZSTE) Mplgd BFRmE, UAEFEAAREINT
IR R TR
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o FPmMREBRT ZHEE,
o EFmMEEBEZZEKMNEE.

ZOHMTSHNHEANE LR TEN . BEARTHN CPU SRR TEERA, FENMEMITES
Z, LENRSEETREROMX EHREERH. UMY REFERZDSR, MEFER K8s WAREF
A L#HTAHEE, REACHEMREL®HT B BE.

OCF 1L APl (IR &3 = APl FIBAZED APl) |, BLIRBE MR AR%EE (go-lang 1 MongoDB) Fli&it
#3 (Event Sourcing #1 CQRS) , HEMM TX A EERIERNEMFES

HEVKMN AR EHRERHEMAFHE, OCFMSEHM plgd ZELIRHAREIRMRTTR, KA TEF
BB EHN TSI ERE. wtﬁﬁﬁ%‘ﬁ_%ﬂz/ﬁl_h#*f**“B%’fiiﬁiﬁ”ﬂﬁfﬁ'ﬁ’]liliﬁ, HE2Y)S
MENFEERNNESRGEPHEERELHR IR —ERE BARIHREEENAEED, XF
NIRRT HEM plgd ZFEEMEMIVELNIERMARS, EEBTER~EE LS.
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ATHRZFLENEAMEMERIENE, OCFREI TBAZEAMIAENE. ZWBFAT OCF ABEERE
INET B RpRER D, —MMIAMEERF. —BMURK IR (CTT) MERMENNIKXRES, 5B
OCFBAZEAMESARMHTM (BEH) FH&M, HIMET B RERE.

OCFEEXBAZEAN, RSN THRARZRELHNKXA. FENXBEZANTXNAELEREAR
BEREGEEM. BEBENRBHNALR, FEFLARECT PESEHSIEEH. XE2—N+0EHR
MIE RABWHE Kz, CTTAATERENRER, RZIFR. EFRENFX TEMRIBMIL,
OCFIEREN B = F A TMIHIAIL.

B 2019 F 12 B, OCF##/h 7 BAHNBAZEONSHYFEREMEMIXES (MVITE) . HiH
F OCF xf CTT FSEIR AR | i3tiB A = i D A SEINERAL T R HARNER, EUL# T 7 KEMNEHR TE, 7
HE TIRETE OCF HSEHI CTT KM FEEEMNAT . JLNBEH 2020 FE5 B, OCF #7734 £ MVITE,
BRBAEONSERHE CTT UK AAI# T8I

20200 8 B, BHRZEMNMIMBEERA, INEAHARE MR, HEINEBEHA=ZE O OCF
MR TEF OCFINMEEIE RS (https://cms.openconnectivity.org) 1Z M =F & 893 O LN
SRE, BIIIMENASIEE T EBE OCFINLE~ B8 AR

(https://www.openconnectivity.org/certified -products) .
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